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Special bits and umask
Item Value Shown as Effect

setuid 4000 s in owner x Runs as file owner

setgid 2000 s in group x
Runs as group; dirs inherit
group

sticky 1000 t in others x
Only owner can delete in
dir

umask 022 — files 644 / dirs 755 Default on many systems

umask 027 — files 640 / dirs 750 No access for others

umask 077 — files 600 / dirs 700 Private to owner

Notes


