H LINUX PERMISSIONS CHEAT SHEET PACK

Useful permission commands

Command Purpose

ls -L

stat -c "%a %n" file

chmod 644 file

chmod u+x file

chown user:group file

find dir -type d -exec chmod 755 {} +
find dir -type f -exec chmod 644 {} +
find / -perm -4000 -type f

umask

Notes

Show permissions, owner and group
Show octal mode

Set mode numerically

Add owner execute

Change owner and group

Set all directories

Set all files

List setuid files

Show current umask

Bimbif.com - Personal and small-business use; please do not resell or share the files.



