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Useful permission commands
Command Purpose

ls -l Show permissions, owner and group

stat -c "%a %n" file Show octal mode

chmod 644 file Set mode numerically

chmod u+x file Add owner execute

chown user:group file Change owner and group

find dir -type d -exec chmod 755 {} + Set all directories

find dir -type f -exec chmod 644 {} + Set all files

find / -perm -4000 -type f List setuid files

umask Show current umask

Notes


